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Driving information risk down to an

acceptable level, using

FIRM and Citicus ONE

Why manage information risk down?

Good corporate governance demands sound processes
for managing risk. But there’s no single method for
managing all risks and few, if any, organisations have a
sound method of managing information risk — one of
the biggest and fastest growing areas of risk around.

Because information risk is not well understood or
managed, on average a business-critical information
resource:

e suffers an information incident almost every
working day (average of 225 incidents a year)

e has a 58% chance of experiencing a major
incident over the course of a year.

These figures are not plucked out of the air. They
emerged from rigorous analysis of the world’s largest
source of hard fact on the chances of business critical
systems ‘going wrong’ - the Information Security
Forum’s biennial information security status survey.

While most incidents have minor impact, some can have
very serious consequences; and the cumulative effect of
such incidents significantly erodes profits and makes
enterprises under perform.

This may seem obvious. What is not so apparent is that
these unwanted effects are largely avoidable.

This is no mere assertion — there is a clear correlation
between the status of controls and the likelihood of a
major incident, as shown below.
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Source: Citicus analysis of some 149,000 incidents affecting 663 information
resources 'on the ground' covered by the Information Security Forum's 2000-02
information security status survey.
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By getting controls in good shape, your organisation can
not only reduce the information risk it faces: it can save
substantially - since as well as reducing the chance of
suffering major incidents, good controls cut the number
of minor incidents suffered day-to-day, and the
inefficiencies that go with them.

Thus the benefits of driving risk down are substantial.

So what's stopping businesses from doing so? The
answer is behaviour: to drive risk down you‘ve got to
motivate and equip people to do it.

That's where Citicus ONE comes in.
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The power of Citicus ONE

Citicus ONE's power stems from the rigorous
methodology that it employs for measuring and
managing information risk. This is called FIRM.

FIRM was developed by Citicus's co-founders for, and
in conjunction with, the Information Security Forum.
Based on rigorous research, it employs carefully
designed scorecards and other forms to collect key
facts about the level of risk posed by individual business
applications, computer installations, networks and
systems development activities.

As shown below, these facts are drawn together and
used to provide succinct, business-oriented results to
top management, 'owners' of individual systems and
specialist practitioners charged with helping keep risk
under control.
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A key feature of Citicus ONE is its ability to measure
the factors that determine or indicate the level of
information risk. This quantitative approach enables
actual risk to be contrasted with the level deemed
acceptable by top management, in the form of easily
understood risk charts.
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The purpose of Citicus ONE is not to measure risk for
its own sake but to help people drive risk down.

This purpose is manifested in the two-phase
constructive risk management process supported
by Citicus ONE. Further details are provided overleaf.
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Support for the core components of FIRM

Citicus ONE automates all the core components of the
ISF's published FIRM methodology. Specifically, it:

supports the entire FIRM constructive
monitoring process i.e. all steps in its ‘dry run’
and *for real’ phases

quantifies risk in line with the published
methodology using easy-to-fill-in scorecards
and incident forms and presenting five-point risk
charts automatically

recognises and supports all FIRM roles i.e.
information risk manager, local co-ordinators,
'‘owners', internal audit, top management and
other decision-makers

provides high-level results designed to gain
the attention of decision-makers.

Additional capabilities

Citicus ONE provides extensive functionality over and
above that set out in the FIRM methodology. This takes
it to a higher plane. For example:
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Criticality assessments, which can be
completed by an 'owner' in minutes, yielding a
Criticality status report that highlights the need
for protection and recommends whether full
evaluation is warranted.

Succinct Individual risk status reports,
produced as soon as a scorecard is submitted.

Guidance on driving down risk, produced
automatically for individual ‘owners'.

Comments schedule, which keeps track of key
points made when evaluating risk (these are
often highly informative and tend to highlight
areas where action is needed).

Document uploads enable evaluators to
maintain a full record of each evaluation.

Action plans, maintained at information
resource, enterprise and intermediate levels.

One-click access to completion aids such as
harm reference tables and controls/threats
checklists, which ensure business-oriented,
objective and consistent evaluations.

Standards of practice - including the ISF
SoGP, IS0 27001, PCI, COBIT - which may
be selected and customised to meet your needs,
or you can enter your own in-house standards.

Criticality league tables rank information
resources according to their importance to the
enterprise. Such risk inventories provide a
factual base for prioritising evaluations.

Dependency risk maps™, which highlight the
risk status of groups of related systems.

E-mail integrated workflow automating the
risk management lifecycle.

Data exports and integration aids, enable
you to get full value from Citicus ONE and
deploy it efficiently.

4 Citicus
A constructive risk management process

The risk management process supported by Citicus
ONE is specifically designed to help people succeed in
driving down risk in key areas.
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Citicus ONE enables you to decide what to evaluate,
with minimal effort. The preliminary screening process
entails asking 'owners' of information resources to fill in
Criticality assessments. These can be completed in
minutes.

Each vyields a succinct Criticality status report -
written in plain language - which tells the 'owner'
concerned whether a full evaluation is needed or not.
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Once assessed, information resources can be ranked in
a Criticality 'league table' that highlights their
relative importance to the enterprise. The ranking will
help determine where full evaluation is warranted.
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Full evaluations of information risk

Citicus ONE presents scorecards backed up by
powerful completion aids. These enable full evaluations
of risk to be carried out efficiently in a consistent,
business-oriented manner. First-time evaluations are
best completed collectively at a 3-hour facilitated risk
workshop, as illustrated below.
The facilitator uses Citicus ONE to walk-through
completion of a scorecard (showing the applicable harm

reference table and standard of practice when necessary),
and to keep track of completers’ comments.
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Scorecards can subsequently be updated in minutes, as
control improvements are made.

Immediately a scorecard is submitted, Citicus ONE
presents a succinct Individual risk status report that
a business ‘owner’ can take in ‘at a glance’.
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Consolidated results for decision-makers

Citicus ONE's powerful analysis capabilities enable you
to combine such individual results into fact-rich, high-
level results for decision-makers. Information risk
‘league tables', for example, highlight your areas of
greatest risk - and successes in driving risk down.

Top 10 information resources in information risk league table

Control Special Level of Business
Information resource Criticality | weaknesses |circumstances | threat impact

SecurNet (IRS10)

New York data centre (IRS89)
European data centre (IRS100)

1
2
3
Group treasury mgt (IRS102) 4
Global e-mail (IRS133) 5
Accounts consolidation (IRS29) 6
E-banking (IRS127) 7
London data centre (IRS108) 8
Group-wide WAN (IRS2) 9
Billing system (IRS112) 10

Bottom 10 information

Group EIS (IRS50) 154
Payroll (IRS46) 155
DELTIC (IRS24) 156
UK sales information (IRS57) 157
CashTR (IRS42) 158
Vehicle management (IRS34) 159
Fault recording (IRS93) 160
Performance recording (IRS15) 161
Contracts register (IRS104) 162
Expense claims (IRS88) 163
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The financial impact of incidents is also assessed
(for incidents judged sufficiently serious to warrant it).

This enables the ‘cost of insecurity’ to be presented in

meaningful, business terms.
s o it impacs | overat | avesse |

Loss of income $5,795,000 $482,920
Unforeseen costs $10,845,000 $903,750
Reduction in profit (10% of loss of $11,424,500 $952,040
income plus unforeseen costs)

Loss of value of tangible assets $100,000 $8,330
Reduction in value of the business $11,524,500 $960,375
(reduction in profit plus loss of value of

tangible assets)

Value of staff-time lost through 860,800 $12,200

Incidents

In today's increasingly interconnected world, the risk
status of individual systems needs to be looked at in
context. Thus, high-level Dependency risk maps
enable system ‘owners’, IT staff and other decision-
makers to look at how the risk posed by one system
affects others in the chain, as illustrated below.
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Infrastructure ‘owners' can use these diagrams to gain
a better understanding of the security needs of the
applications they support; application ‘owners' can use
them to see if others are likely to let them down;
security staff and auditors can use them to identify
‘pinch points’ and to plan reviews; and they are also
helpful when setting recovery priorities in business
continuity plans.

Together, Citicus ONE's graphical results, easy-to-
deploy fact-gathering tools and completion aids take
inconsistency and expense out of risk management. In
their place, you gain a helpful, efficient and
constructive process that will fully equip you to manage
information risk successfully enterprise-wide.

Contact www.citicus.com for details of our extensive
support services, customer testimonials and prices.
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For further information

If you are interested in learning more about Citicus Limited or our flagship product Citicus ONE, you are welcome
to contact Citicus Limited as follows:

Direct contact

Simon Oxley, Managing director
E-mail: simon.oxley@citicus.com
Tel: +44 (0)1729 825 555

Sian Alcock, Director
E-mail: sian.alcock@citicus.com
Tel: +44 (0)20 7866 8116.

Head office

Citicus Limited

71-75 Shelton Street

Covent Garden

London WC2H 91Q

United Kingdom.
E-mail: info@citicus.com
Web:  www.citicus.com
Tel: +44 (0)20 3126 4999.
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